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Exercise Name: Cyber Bridge 2026
Exercise Date: July 23, 2026
Jurisdiction/Organization: Bay Area UASI
Venue: Contra Costa EOC            
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	Protection

	Exercise Objective 4: Assess the ability of participating jurisdictions and regional partners to analyze and implement cybersecurity response, continuity, and recovery actions aligned with the NIST Cybersecurity Framework 2.0 functions of Govern, Identify, Protect, Detect, Respond, and Recover during a coordinated cyberattack targeting regional systems, infrastructure, and public services.
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	Core Capability: Cybersecurity
Protect (and, if needed, restore) electronic communications systems, information, and services from damage, unauthorized use, and exploitation.

	Capability Target 1: The circumstances surrounding the organization’s cybersecurity risk management decisions are understood. (NIST Function: Govern)
Critical Tasks:
· Organizational mission is understood and informs cybersecurity risk management.
· Internal and external stakeholders are understood and their needs and expectations regarding cybersecurity risk management are considered. 
· Legal, regulatory and contractual requirements regarding cybersecurity are understood.
· Critical objectives, capabilities and services that stakeholders depend on or expect from the organization are understood.
· Outcomes, capabilities and services that the organization depends on are understood and communicated. 

	Capability Target 2: Identify affected systems, assets, and operational impacts. (NIST Function: Identify)
Critical Tasks:
· Critical systems are identified.
· Potential impacts are assessed.
· Dependencies are recognized.
· Asset prioritization is established.

	Capability Target 3: Implement protective actions to safeguard critical operations. (NIST Function: Protect)
Critical Tasks: 
· Protective measures are considered.
· Critical systems receive priority protection.
· Access controls are reviewed.
· Continuity procedures are activated.

	Capability Target 4: Detect malicious activity and identify evolving threats. (NIST Function: Detect)
Critical Tasks: 
· Monitoring processes identify indicators.
· AI-enabled attack vectors are recognized.
· Threat information is validated.
· Escalation thresholds are applied.

	Capability Target 5: Implement coordinated response actions. (NIST Function: Respond)
Critical Tasks: 
· Cyber incident response plans are activated.
· Containment actions are identified.
· Notifications occur.
· Coordination with partners is established.

	Capability Target 6: Restore operations and support long-term resilience. (NIST Function: Recover)
Critical Tasks: 
· Recovery priorities are established.
· System integrity validation is discussed.
· Recovery sequencing is identified.
· Corrective actions are developed.
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	Capability Target
	Associated Critical Tasks
	Observation Notes and Explanation of Rating
	Target Rating

	The circumstances surrounding the organization’s cybersecurity risk management decisions are understood.
	· Organizational mission is understood and informs cybersecurity risk management. 
· Internal and external stakeholders are understood and their needs and expectations regarding cybersecurity risk management are considered.  
· Legal, regulatory and contractual requirements regarding cybersecurity are understood. 
· Critical objectives, capabilities and services that stakeholders depend on or expect from the organization are understood. 
· Outcomes, capabilities and services that the organization depends on are understood and communicated.  
	
	

	Identify affected systems, assets, and operational impacts.
	· Critical systems are identified.
· Potential impacts are assessed.
· Dependencies are recognized.
· Asset prioritization is established.
	
	

	Implement protective actions to safeguard critical operations.
	· Protective measures are considered.
· Critical systems receive priority protection.
· Access controls are reviewed.
· Continuity procedures are activated.
	
	

	Detect malicious activity and identify evolving threats. 
	· Monitoring processes identify indicators. 
· AI-enabled attack vectors are recognized. 
· Threat information is validated. 
· Escalation thresholds are applied.
	
	

	Implement coordinated response actions. 
	· Cyber incident response plans are activated. 
· Containment actions are identified. 
· Notifications occur. 
· Coordination with partners is established.
	
	

	Restore operations and support long-term resilience.
	· Recovery priorities are established.
· System integrity validation is discussed.
· Recovery sequencing is identified.
· Corrective actions are developed.
	
	


Final Core Capability Rating: [               ]
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