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	Exercise Objective 1: Assess the ability of participating jurisdictions and regional stakeholders to identify, validate, and share cyber threat intelligence, indicators of compromise, and situational awareness information across agencies within established coordination processes during an escalating AI-enabled cyber incident affecting multiple Bay Area jurisdictions.

	Core Capability: Intelligence and Information Sharing
Provide timely, accurate, and actionable information resulting from the planning, direction, collection, exploitation, processing, analysis, production, dissemination, evaluation, and feedback of available information concerning physical and cyber threats to the United States, its people, property, or interests; the development, proliferation, or use of WMDs; or any other matter bearing on U.S. national or homeland security by local, state, tribal, territorial, Federal, and other stakeholders. Information sharing is the ability to exchange intelligence, information, data, or knowledge among government or private sector entities, as appropriate.

	Capability Target 1: Identify and validate threat information.
Critical Tasks:
· Organizations identify suspicious cyber activity.
· Indicators of compromise are analyzed and validated.
· Potential false information is identified and flagged.
· Threat intelligence is correlated across organizations.

	Capability Target 2: Establish a regional common operating picture critical task. 
Critical Tasks: 
· Regional situational awareness mechanisms are activated.
· Organizations share impact information.
· Stakeholders identify affected systems and sectors.
· Information gaps are documented and addressed.

	Capability Target 3: Share cyber threat intelligence.
Critical Tasks: 
· Cyber threat information is shared through established channels.
· Information is coordinated with state and federal partners.
· Mission partners receive timely updates.
· Stakeholders receive actionable intelligence.
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	Identify and validate threat information.
	· Organizations identify suspicious cyber activity.
· Indicators of compromise are analyzed and validated.
· Potential false information is identified and flagged.
· Threat intelligence is correlated across organizations.
	
	

	Establish a regional common operating picture critical task.
	· Regional situational awareness mechanisms are activated.
· Organizations share impact information.
· Stakeholders identify affected systems and sectors.
· Information gaps are documented and addressed.
	
	

	Share cyber threat intelligence.
	· Cyber threat information is shared through established channels.
· Information is coordinated with state and federal partners.
· Mission partners receive timely updates.
· Stakeholders receive actionable intelligence.
	
	


Final Core Capability Rating: [              ]

