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	Exercise Objective 5: Participating organizations effectively establish trusted information channels, coordinate consistent messaging across jurisdictions, rapidly identify and correct misinformation, and maintain public confidence during a high-volume, AI-enabled disinformation environment.

	Core Capability: Public Information and Warning
Deliver coordinated, prompt, reliable, and actionable information to the whole community through the use of clear, consistent, accessible, and culturally and linguistically appropriate methods to effectively relay information regarding any threat or hazard, as well as the actions being taken and the assistance being made available, as appropriate.

	Capability Target 1: Establish trusted public information sources.
Critical Tasks:
· Official public information channels are clearly identified and communicated.
· Joint Information System (JIS) and/or Joint Information Center (JIC) considerations are discussed or activated.
· Agencies coordinate messaging across jurisdictions and disciplines.
· Trusted spokespersons and authoritative sources are identified.

	Capability Target 2: Detect and validate misinformation and AI-generated content.
Critical Tasks: 
· Misinformation is rapidly identified across platforms.
· Deepfake content is recognized as potentially synthetic or manipulated.
· Validation processes are applied prior to public correction or amplification.
· Cross-sector information sharing supports verification.

	Capability Target 3: Coordinate regional public messaging and corrections.
Critical Tasks: 
· Messaging is coordinated across jurisdictions and sectors.
· Corrections are issued in a timely manner.
· Conflicting information is minimized.
· Updates are consistent across platforms and agencies.

	Capability Target 4: Manage public information under high-volume crisis conditions.
Critical Tasks: 
· High volumes of public inquiries are acknowledged and managed.
· Rumor control processes are implemented.
· Call centers, 911 centers, and public information lines are supported.
· Public messaging adapts to rapidly changing conditions.

	Capability Target 5: Maintain public trust during AI-enabled influence operations.
Critical Tasks: 
· Agencies acknowledge uncertainty when appropriate.
· Messaging maintains credibility despite conflicting information.
· Public confidence strategies are discussed or implemented.
· Trust restoration considerations are incorporated into messaging.

	Capability Target 6: Coordinate messaging with external partners and media.
Critical Tasks: 
· Coordination with media outlets is structured and timely.
· Partner agencies receive synchronized messaging.
· External stakeholders (schools, hospitals, transit, utilities) receive consistent information.
· Media amplification of misinformation is addressed appropriately.
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	Establish trusted public information sources.
	· Official public information channels are clearly identified and communicated.
· Joint Information System (JIS) and/or Joint Information Center (JIC) considerations are discussed or activated.
· Agencies coordinate messaging across jurisdictions and disciplines.
· Trusted spokespersons and authoritative sources are identified.
	
	

	Detect and validate misinformation and AI-generated content.
	· Misinformation is rapidly identified across platforms.
· Deepfake content is recognized as potentially synthetic or manipulated.
· Validation processes are applied prior to public correction or amplification.
· Cross-sector information sharing supports verification.
	
	

	Coordinate regional public messaging and corrections.
	· Messaging is coordinated across jurisdictions and sectors.
· Corrections are issued in a timely manner.
· Conflicting information is minimized.
· Updates are consistent across platforms and agencies.
	
	

	Manage public information under high-volume crisis conditions.
	· High volumes of public inquiries are acknowledged and managed.
· Rumor control processes are implemented.
· Call centers, 911 centers, and public information lines are supported.
· Public messaging adapts to rapidly changing conditions.
	
	

	Maintain public trust during AI-enabled influence operations.
	· Agencies acknowledge uncertainty when appropriate.
· Messaging maintains credibility despite conflicting information.
· Public confidence strategies are discussed or implemented.
· Trust restoration considerations are incorporated into messaging.
	
	

	Coordinate messaging with external partners and media. 
	· Coordination with media outlets is structured and timely.
· Partner agencies receive synchronized messaging.
· External stakeholders (schools, hospitals, transit, utilities) receive consistent information.
· Media amplification of misinformation is addressed appropriately.
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